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Dear Members of the Indiana Division,

I didn’t realize I had to do an out-going president’s letter. I already used up all
my ideas on the previous letters I had to write. Unfortunately for you, this is not
the last you will see of me as I will be serving as your board chair for 2019, and I
am already in talks with the incoming president to do crowd warm-up duties for
the 2019 conference. We had a great conference in 2018, special thanks to the
2018 board for bringing it all together, Brett St. Clair (Vice President), Kacie
Profitt (Board Chair), Linda Bailey, Dale Diefenderfer, Lorinda Gibbs, Allyson
Connell (Board Members) Sean Matusko (Secretary-Treasurer), and Stephanie
Snodgrass (Newsletter Editor). Also thanks to Big Red Liquors again for the
great, and cheap venue. Thanks to our vendors and all our great speakers too.

As always, if you have any ideas for improvements to our conference, ideas for
speakers, or would like to speak yourself let us know, we welcome input and
involvement from our members. I would also like to congratulate the new
incoming board and thank them for their service; Allyson Connell (President),
Ryan Chappell (Vice President), Kacie Profitt, Mallory Webb, Dale Diefenderfer,
Kent Hedburg, Loren French (Board Members), Stephanie Snodgrass
(Newsletter Editor) and Sean Matusko (Secretary-Treasurer). I am also pleased
to tell you that your new board has already been hard at work doing site visits for
the 2019 conference. Allyson Connell will, I'm sure, be announcing the winner
soon. It’s been an honor and privilege to serve as your President this past year, I
look forward to serving as Board Chair this year and seeing you all next Fall at
the conference.

Daniel Recker, CLPE
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Air Science provides forensic laboratory equipment to meet the
needs of each step in the evidentiary chain, from field processing.
to transport and storage, to analytical procedures in the laboratory.

« Ductless Fume Hoods « Benchiop Decontamination Chambers
= Forensic Evidence Drying Cabinets + Evidence Storage Cabinets

» Automatic Cyanoacrylate Fuming Chambers « Swab Drying Cabinets

» Mobile Forensic Evidence Benches « Mobile Evidence Transporters

» DFO and Ninhydrin Fingerprint Development Chambers * Fume Chambers
« Fingerprint Powder Workstations

Review our product offerings at airscience.com/forensics
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e-LATENT CASE MANAGEMENT O = 0

Bringing a systematic approach
to the Latent Examination Process

SYStemS CONTACT US: 800.258.1066 or sales@mideosystems.com
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Machine Learning Masters the
Fingerprint to Fool Biometric Systems

NYU Tandon Researchers Create Synthetic Fingerprints Capable
of Spoofing Fingerprint Sensors

BROOKLYN, New York, Tuesday, November 20, 2018 — Fingerprint authentication systems are
a widely trusted, ubiquitous form of biometric authentication, deployed on billions of smartphones
and other devices worldwide. Yet a new study from New York University Tandon School of
Engineering reveals a surprising level of vulnerability in these systems. Using a neural network
trained to synthesize human fingerprints, the research team evolved a fake fingerprint that could

potentially fool a touch-based authentication system for up to one in five people.

Much the way that a master key can unlock every door in a building, these “DeepMasterPrints”
use artificial intelligence to match a large number of prints stored in fingerprint databases and

could thus theoretically unlock a large number of devices.

The research team was headed by NYU Tandon Associate Professor of Computer Science and

Engineering Julian Togelius and doctoral student Philip Bontrager, the lead author of the paper,

who presented it at the IEEE International Conference of Biometrics: Theory, Applications and

Systems, where it won the Best Paper Award.

The work builds on earlier research led by Nasir Memon, professor of computer science and

engineering and associate dean for online learning at NYU Tandon, and Arun Ross, Michigan
State University professor of computer science and engineering. They coined the term
“MasterPrint” to describe how fingerprint-based systems use partial fingerprints, rather than full
ones, to confirm identity. Memon and Ross, who coined the term “MasterPrint,” described how
fingerprint-based systems use partial fingerprints, rather than full ones, to confirm identity.
Devices typically allow users to enroll several different finger images, and a match for any saved

partial print is enough to confirm identity. Partial fingerprints are less likely to be unique than full


https://arxiv.org/pdf/1705.07386.pdf
https://engineering.nyu.edu/faculty/julian-togelius
https://engineering.nyu.edu/philip-bontrager
https://www.isi.edu/events/btas2018/awards
https://www.isi.edu/events/btas2018/awards
https://engineering.nyu.edu/faculty/nasir-memon
https://www.cse.msu.edu/~rossarun/
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prints, and Memon’s work demonstrated that enough similarities exist between partial prints to

create MasterPrints capable of matching many stored partials in a database.

Bontrager and his collaborators, including Memon, took this concept further, training a machine-
learning algorithm to generate synthetic fingerprints as MasterPrints. The researchers created
complete images of these synthetic fingerprints, a process that has twofold significance. First, it is
yet another step toward assessing the viability of MasterPrints against real devices, which the
researchers have yet to test; and second, because these images replicate the quality of fingerprint
images stored in fingerprint-accessible systems, they could potentially be used to launch a brute

force attack against a secure cache of these images.

“Fingerprint-based authentication is still a strong way to protect a device or a system, but at this
point, most systems don’t verify whether a fingerprint or other biometric is coming from a real
person or a replica,” said Bontrager. “These experiments demonstrate the need for multi-factor
authentication and should be a wake-up call for device manufacturers about the potential for

artificial fingerprint attacks.”

This research has applications in fields beyond security. Togelius noted that their Latent Variable
Evolution method used here to generate fingerprints can also be used to make designs in other
industries — notably game development. The technique has already been used to generate new

levels in popular video games.

A National Science Foundation grant supported the work. In addition to Bontrager, Togelius,
Memon, and Ross, the research team includes postdoctoral fellow Aditi Roy, who was lead author
for the original MasterPrint paper. DeepMasterPrints: Generating MasterPrints for Dictionary
Attacks via Latent Variable Evolution, is available at https://arxiv.org/pdf/1705.07386.pdf.

Link to the article online: https://engineering.nyu.edu/news/machine-learning-masters-fingerprint-
fool-biometric-systems


https://www.nsf.gov/
https://engineering.nyu.edu/faculty/aditi-roy
https://ieeexplore.ieee.org/document/7893784
https://arxiv.org/pdf/1705.07386.pdf
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PRODUCTS FOR THE DETECTION AND EXAMINATION OF FORENSIC EVIDENCE

2>,

Questioned Fingerprint Alternate
Document Detection & Trace Evidence Light
Examination Enhancement Analysis Sources

foster+freeman

IMPROVE
the Quality of
FORENSIC

EVIDENCE

ERRISS foster+freeman produce innovative new

J
i‘ “““ , ‘ “- WSl technologies for the examination of fingerprints,
“l ‘ ‘ ‘ ‘l questioned documents, shoe prints, DNA and
trace evidence.

Used by police forces and forensic experts

worldwide, foster+freeman products can help
STUDY IDENTIFIES NEW IR you detect more evidence than ever before

FLUORESCENT POWDER
AMONGST MOST EFFECTIVE
FINGERPRINT PROCESSES

British Home Office researchers at the Centre
for Applied Science and Technology (CAST)
have ranked fpNatural powders amongst the
most effective new techniques for developing
fingermarks. Safe to use and easily applied,
fpNatural powders emit a bright infrared
fluorescence, which when viewed with a
IR-sensitive camera, reveal high contrast
fingerprints with exceptional clarity of detail.

find out more at fosterfreeman.com
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Reveal the Invisible

Crime-lite°’UVI/IR

A new range of Crime-lite® forensic light
sources, with UV-Vis-IR camera attachment,
enable crime scene and laboratory examiners
to detect traces of evidence beyond the limits
of human vision.

E :
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IR and Reflected-UV examination can reveal:

Latent Fingerprints

Blood on Dark Fabrics

Traces of Gun Shot Residue
The Application of Fresh Paint

Dont miss a
single innovation

@fosterfreeman

foster+freeman

usoffice@fosterfreeman.com www.fosterfreeman.com telephone : 888 445 5048
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HOME ABOUT MEMBERSHIP EVENTS TRAINING LINKS CONTACT LOG IN

JOIN NOW!
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52 C"f‘""_ﬁ’ \ ; conferences, trainings, and events

e [ earn about the INIAI’s members and

Annual Conference 2016 hlStOI‘y

e Explore links to vendors, employment
opportunities, and other forensic

science resources

' o Access member only information such
as the directory, newsletters, meeting
minutes, by-laws, and constitution

HOME ABOUT MEMBERSHIP EVENTS
~ Ay Oy A

G Ly Newsletters
The members only page is still under construction! : AD Nﬁ)‘“’i N r
However, you can still access everything using the 27 MIVIRNA- ' m
° ° ° . o ~ - J'* 2 , Wy Y
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directory, newsletters, minutes, by-laws, and
constitution, simply click on any of the tabs (as seen
in the image to the right). It will ask for your
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password, and once entered, you will have access to ‘ _
all the tabs!
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Did you enjoy the last conference?
Learn anything new?
Who was your most and least favorite speaker?
Did you like the location?
What can we do better this year?
Please give your feedback!!!!
Email: ssnodgrass@isp.in.gov

Student Membership

In an effort to reach out to students studying criminal justice, forensic science,
and other related disciplines, we have created a new student membership
application as well as a flyer promoting the INIAI They are now available on
the INIAI website. We encourage anyone who holds a faculty/staff position at a
university to help us promote the INIAI by posting or disseminating these to
their students. Click HERE for the student membership application and HERE
for the student INIAI flyer. Thanks!

My name is Kent Hedberg, I am a Latent Print Examiner with the
Indianapolis-Marion County Forensic Services Agency. I have been
working here since December 2013, I started out as a Forensic
Evidence Technician/Latent Print Technician (autopsy and LP
processing) before starting my training as an LPE in January of 2016. I
have been an INIAI member since 2015. I am originally from a small
desert city in Southern California, spent four years in the U.S. Coast
Guard as a Marine Science Technician (my main duties were Pollution
Investigation and Ballast Water Examination) and relocated to Indy
after getting my Master’s degree. My wife’s name is Kayla and she is
an Identification Processor (10- Print Examiner) for IMPD. We have a
beautiful daughter named Priscilla, who is 8 months old. I enjoy
hunting, fishing and other outdoor activities. I am excited to be a
board member for this organization and helping to put together an
awesome conference in 2019.



http://www.iniai.org/uploads/7/3/0/1/73017799/student_membership_application_v2.doc
http://www.iniai.org/uploads/7/3/0/1/73017799/student_membership_flyer.pdf
mailto:ssnodgrass@isp.in.gov?subject=INIAI%20Feedback
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Shooting Incident Reconstruction (40 hours)
March 25-29 2019 - Tulsa, OK

Everett Baxter Jr. Forensics
This course will begin with a review of the proper documentation of a shooting incident. The information
obtained from this documentation will be utilized in the course. Attendees will learn the mathematical and
scientific principles associated with a shooting incident. The attendees will spend several days working on
exercises associated with the mathematics. The attendees will also perform live fire exercises at a pistol
range. Some of these exercises are designed to validate and verify the shooting incident mathematical
principles are in fact accurate. The live fire exercises will included shooting a vehicle and windshields and
glass. The attendees will then examine and document bullet defects in the vehicle and glass.

3 Day Crime Scene “Boot Camp”
January 23-25 2019 —Portsmouth, NH
FoCoSS Forensics
This course is designed as an introduction or refresher for patrol officers and detectives. Topics covered in
this course are: Crime Scene Security, Crime Scene Documentation, Photography, Evidence Collection,
Latent Processing, Footwear Impression Evidence. This course is taught through presentations,
demonstrations, and practical's. Dress is business casual. Students should bring a digital camera, flashlight,
and tripod. The third day will consist of a processing mock crime scene.

WWwWw.1nial.org/training

President

Daniel Recker Kacie Proffitt (Board Chair) Stephanie Snodgrass

Daniel. Recker@indy.gov Kacie.Proffitt@Indy.Gov E-mail: ssnodgrass@isp.in.gov
Lorinda Gibbs

Vice President loibbs@isp.in.gov

Brett St. Clair Linda Bailey

ppd5505@gmail.com linda.bailey@indy.gov
Dale Diefenderfer

Secretary-Treasurer ddiefenderfer@greenfieldin.org

Sean Matusko Allyson Connell

smatusko@isp.in.gov aconnell@isp.in.gov



https://ebjrforensics.com/course/shooting-incident-reconstruction-1-course-40-hours/
http://www.focossforensics.com/UploadedFiles/Files/portsmouth_bootcamp_announcement.pdf
http://www.iniai.org/training.html
mailto:Kacie.Proffitt@Indy.Gov?subject=INIAI
mailto:lgibbs@isp.in.gov
mailto:linda.bailey@indy.gov
mailto:ddiefenderfer@greenfieldin.org
mailto:aconnell@isp.in.gov
mailto:20027@indy.gov
mailto:rvawter@greenfieldin.org
mailto:smatusko@isp.in.gov
mailto:ssnodgrass@isp.in.gov
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The Indiana Division of the IAI was chartered July 29, 1994.

This organization was established as a not-for-profit organization to associate persons work-
ing in the fields of forensic investigation, examination, and identification for the following
purposes:

¢ To encourage communication and the sharing of ideas and information
among the forensic science and criminal justice communities.

¢ To keep members advised of the latest developments in the forensic and
identification sciences.

¢ To encourage research into new methods and techniques of forensic in-
vestigation, examination and identification.

¢ To encourage professionalism and high standards in the fields of forensic
investigation, examination and identification.

Sorry for the delay!

A picture of your 2019
board (and more conference
photos) will be 1n the Spring

2019 newsletter!

2019 INIAI Board

Board Chair: Daniel Recker
Board Member: Kacie Proffitt

President: Allyson Connell Board Member: Dale Diefenderfer
Vice President: Ryan Chappell Board Member: Loren French
Secretary/Treasurer: Sean Matusko Board Member: Kent Hedberg

Board Member: Mallory Webb
Newsletter Editor: Stephanie Snodgrass
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Please help this newsletter grow by emailing any articles, news,
personal achievements, retirements, promotions, photos, cartoons, etc. to:

Stephanie Snodgrass
ssnodgrass@isp.in.gov



mailto:sjohnson@isp.in.gov?subject=INIAI%20Newsletter

