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Thisyears Indiana Al conference will held in Evansville Indiana on October 15th, 16th, and
17"" at the Executive Inn Hotel and Convention Center . Y our board isworking hard to re-
cruit speakers and vendors. If you have any suggestions regarding speakers, vendors or any-
thing else, feel free to contact aboard member and let him or her know.

Thisyears conference will be special, asit will be the first time that the conference has ever
traveled south to Evansville. More information will be coming soon as your board works
hard to finalize all of the details. Don’t missthisyear’s conference asit shaping up to be the
best conference yet!
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Indiana |l Al President Doug Young Retires, Dave Zauner Be-
comes President

IndianalAl President Doug Y oung has resigned his position due to the fact that he has accepted a new position as afull time crimi-
nalist with the City of Thornton in Thornton, Colorado. We are sad to see Doug |leave us, however we are happy that he will be
closer to hisfamily. | would like to wish Doug the best at his new position, and thank him for all of the work he has done with the
IndianalAl.

Dueto Doug’ s departure, the Indianal Al board has changed. Below you will find an updated listing of the board members and their
contact information.

President: David Zauner Vice President: Rachael Donaldson
Indianapolis-Marion County Indianapolis-Marion County
Forensic Services Agency Forensic Services Agency
dzauner@indygov.org rdonalds@indygov.org

Secretary/

Treasurer: Annie Sullivan Board Chair: Linda Stine

Indiana State Police Indianapolis Police Department
annamarysl@netzero.net S2528@indygov.org

Board Members

Ginger Kobliska Marcus Montooth

Indiana State Police Indiana State Police
gkobliska@isp.in.gov mmontooth@isp.in.gov

Eric Lowe John Vanderkolk
Greenwood Police Department Indiana State Police
LoweE@cityofgreenwood.com Vanderkolkjohn@yahoo.com

Shannon Spreckelmeyer
Indiana State Police
sspreckelmeyer@isp.in.gov
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Hypotheses of Latent Print Comparison and Evalua-
tion
by Kasey Wertheim

Remember that if we are in the Comparison phase, we have already concluded during Analysis that the impression is
suitable for comparison, and we have already chosen our target group. So what is the first thing that occurs as you begin
searching or comparing the target group in your mind against the known prints?

Logically, the first thing you actually consider is the location of the target group within the known prints you are search-
ing. If you chose a group of detail around the right delta from what appears to be a left thumb print, you first begin look-
ing for right delta’s on left thumb prints. Only if you find one do you look for your target group. Although this decision hap-
pens within a split second of comparing the target group to an impression, what you have actually done is hypothesized
that the known print contains the area that corresponds to the latent print area you need for the identification. If the proc-
ess of comparison leads you to the conclusion that the known print does not contain the area necessary for comparison,
you will most likely conduct another analysis of the latent print, choose a second target group, and conduct another com-
parison. This process continues until you can prove your hypothesis that the known print contains a suitable or corre-
sponding area for comparison with the latent print. If it does not, then your evaluation would be that an actual compari-
son to the same area of that finger was impossible, and you would most likely request “complete” known prints so that a
comparison could actually occur.

At the same time you are searching for suitable area, you are also analyzing the quality of that area of detail within the
known impression. How often have you had a pristine latent print with pore and edge detail only to find that the known
prints were so poorly taken that an identification is not even possible? It is only during the analysis of the known prints,
usually conducted during comparison of the latent with the known print in the same area, that we realize the known print
does not contain suitable quality for comparison with the latent print. Generally, this hypothesis is also proven within a
split second during comparison because often we will find our target group even in poorly recorded known prints, and we
proceed to whether there is sufficient clarity of agreement for identification. Which brings us to the real issue at hand —
what is our next hypothesis after establishing that the known print contains suitable area and quality?

In any scientific experiment there exists a true and false statement, and evidence is gathered to disprove one of the two
statements. In his article, "The Scientific Comparison and Identification of Fingerprint Evidence," Pat Wertheim describes
the two statements as the hypothesis and counter hypothesis. "If the hypothesis is identification, then the counter-
hypothesis would be exclusion.” Pat goes on to explain that "the “null hypothesis” might include the possibility that the
examiner could not reach a conclusion.” In statistics, the term "null hypothesis"(HO) is used in combination with the term
"hypothesis" (H1) to represent the two contrasting statements. In an experiment, the hypothesis is true if the probability
is very low that the null hypothesis is true. For this reason you want the hypothesis to be what the experiment is trying to
prove.

So the question becomes what is the hypothesis that a latent print examiner is trying to prove during the comparison of a
target group in the same area of two “sufficient” prints? If we start from the position trying to prove that the target group
matches a group of details in the known print, | propose we are setting ourselves up for a pretty hard fall. If we are truly
objective in our approach, hypothesizing that the prints match before we even begin the comparison is generally not ap-
propriate. On the other hand, if we try to prove exclusion, that isn’t being entirely objective either. We know that our stan-
dard methodology is mostly objective, and that it insures that we begin from an objective starting point. We remain objec-
tive throughout the process by conducting comparison from the unclear to the clear. If we incorrectly conducted compari-
sons from the clear to unclear, we would be asking for the every-day strengths of the human brain for object recognition
to be used non-objectively. This could lead to seeing things in the unclear impression that don’t actually exist.

See Hypothesis on pg 10
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youd be amazed.

hen crime scene investigators
were ready for local AFIS, we
were the company that spearheaded
the change. To do it successfully,
we didn't lock ourselves in a room
and dream up what we thought law
enforcement would want in a PC-based
AFIS. We sought the help of the top
experts in identification, real investiga-
tors who worked day-in-and-day-out
solving crimes using fingerprints and
palmprints. Judging from how many
law enforcement agencies have chosen
AFIX systems, we feel like it was the
right path.
If vou have applications for auto-
mated fingerprint and palmprint
identification, call us. We'll be happy
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Don't Let Unfulfilled CAD RMS Promises Crash Your Career!

CAD/RMS Systems are great for what they are designed for—CAD/RMS functionality.

Unfortunately. . .Leading experts say they are “not aware of any CAD/RMS systems that adequately manage
and track Property and Evidence in a format that is useful...”
—Property and Evidence by The Book

The best of both worlds!

EvidenceOnQ is designed to work with your CAD/RMS system while delivering
the best Property and Evidence Management Solution on the market today!
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Your Bulletproof Solution for Property & Evidence Management . . .
from Crime Scene to Courtroom

% BEST OF BREED "After using EvidenceOnQ, | am convinced it is the best solution on the market today”
—~Robert Douglas, Sr. ID Tech, Visalia Police, California

% USABILITY "EvidenceOnQ is the most user-friendly system we have seen...” —Tommy Clamp,
Sergeant, Anderson County Sheriff, South Carclina

% QUALITY OF SERVICE "Our interactions with FileOnQ have been exceptionally superior, a drastic
improvement over other systems. .." —Bruce Adams, Sr. Evidence Tech, Littleton Police, Colorado

- Call or email us today for information
EVI n or a free live interactive online consultation and demo
(800) 603-6802

Built with technology developed by File0n0™ Sales@EvidenceOnQ.com



A remarkable advancement in ALS Technology!

The megaMAXX™ System is designed to assist the investigator at the crime
scene orin the lab. The MMX100 consists of handheld, machined-aluminum, and
self-contained light sources—each operating at or very near the individual light
frequencies indicated on each light {395-625nm). A white megaMAXX™ light
source is included to facilitate general crime scene searches. For hands-free op-
eration, a flexible gooseneck tripod allows for precise positioning of the lights.

Seven Visible Light Sources
The seven (7) megaMAXX™ Visible Light Sources are identical in size and
shape. Each one contains a single, very high-intensity, 1-watt Light Emitting Di
ode (LED), operating from 3 AAA alkaline batteries. Use barrier filter goggles to
view fluorescence and similarly colored 52mm camera filters to photograph.
These LED lights have no mounted filters. Such filters remove all but the de-
sired light frequency—resulting in light loss.

megaMAXX™ Light Diffuser

Due to the intensity of these lights, however, certain applications may require
a less intense, softer light. For this purpose, we have engineered a diffuser to
slip on and off the visible lights.

megaMAXX™ UV Light

The 395nm WY Light Source should always be used in the preliminary exami-
nation and location of physical evidence. It features five UV LEDs and operates
from two CR123 Lithium batteries.
Use UV Spectacles for general
eye protection.

800-356-7311

SiRCHIE

FINGER PRINT LABORATORIES, INC.
100 Hunter Place, Youngsville, NC 275596
Email: sirchie@mindspring.com « Shop On-Line: www.sirchie.com

2006 by SIRCHIE Finger Print ot ot T Al okt coreed
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Whether you need to protect the operator or the
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sample protection
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L] 4
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Visit us on-line at
wwW.AIR-SCIENCE.com
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239.489.0922 « Emaillinfo@Air-Science.com




Volume 11, Issue 2 Lab & Scene Page 8

Excerpts from a term paper on Micro-X-Ray Fluores-

cence Techniques
by Genise Caruso

Purpose: Research and evaluate a novel [latent print development] method developed by University of California scien-
tists.

The technique, known as micro-x-ray fluorescence, (MXRF) was introduced at the 229th national meeting of the Ameri-
can Chemical Society, in San Diego, on March 13, 2005. Claimed to be revolutionary for detecting fingerprints that are
difficult to distinguish through conventional means, the process may conceivably promote further use of fingerprinting as
a forensic investigational tool. (Bernstein, 2005)

Science Daily.com website was made in the class discussion area, and through this website | discovered micro-x-ray
fluorescence technology was recently developed as a novel method for detecting fingerprints with great advantages over
methods that are known.

I had much difficulty finding useful data about MXRF. The information | did come across all appeared to be duplicated
from an article written as a direct result of the research presented at the 229th national meeting of the American Chemi-
cal Society, in March of 2005.

| sent an email directly to Mr. Christopher Worley, the lead scientist responsible for the research on micro-x-ray fluores-
cence used in fingerprint identification. If anyone could offer me the information | was seeking, he was the one. Discour-
aged, as | did not get a response right away, my patience paid off as he did finally reply and provide me with some very
valuable information.

Five researchers at Los Alamos National Laboratory in New Mexico, led by analytic chemist, Christopher Worley, Ph.D.
developed a new method using X-ray technology that may greatly reduce or eliminate [many existing latent print devel-
opment] obstacles. Micro-x-ray fluorescence (MXRF) is a procedure that employs spectroscopy, shown in [the below]
figure, and while spectroscopic technology, in general, isn’t new, this work was unique, as it appeared to be the only
known study concerning the actual detection of fingerprints using MXRF. (Worley et al, 2006)

See Fluorescence on pagel0




The integrity of your evidence is the most important aspect of any investigation. CleanSearch™ products eliminate
the risk of your tools cross-contaminating your cnme scene by giving you a clean set of tools for every investigation.
All CleanSearch™ products are single-use and disposable, so you don't have to worry about what your tools may
be depositing at the scene. Visit www.amorforensics.com or contact our customer service department for more
information on CleanSearch™ tools,

—

US: (800} 852-0300 International: +1 (904) 485-1834




Volume 11, Issue 2 Lab & Scene Page 10

Hypothesis from pg 3

| propose that we start with the assumption that the comparison will be inconclusive, and objectively try to disprove the
hypothesis by gathering evidence in the impression that refutes it. If you think about it, don't you force yourself to start

the comparison from a neutral stance? This also falls in line with the psychological aspects of comparative analysis as
articulated by David Ashbaugh in Ridgeology. Through a neutral starting position combined with thorough analysis, and
comparison from the unclear to the clear impression, we avoid the problem of mind "set" and insure that we remain ob-
jective throughout the examination process.

So if we start with the assumption that the comparison will be inconclusive, then that would be our hypothesis (H1) we
are trying to "prove". If we discover during comparison that the chances of an inconclusive determination are so low that
they can be disregarded, then we overwhelmingly support our null hypothesis (HO); that we can reach a conclusive de-
termination. The next logical question is, what is our null hypothesis?

The author of "Stating the Hypothesis" explains that the hypothesis and null hypothesis are mutually exclusive (there are
no overlapping logical conditions) and exhaustive (all possible logical conditions are covered)." This means there would
be no opinion outside of these two hypotheses. But if our hypothesis was as general as “the comparison will be inconclu-
sive”, then the counter hypothesis would have to be just as general to be exhaustive and mutually exclusive: “the com-
parison will be conclusive.”

| propose instead that we actually use two sets of hypotheses and null hypotheses that lead to four conclusions within
the Comparison of two impressions. In reality, we start the comparison phase from a completely neutral perspective - no
similarity or dissimilarity has been found - and depending on whether we perceive similarity or dissimilarity, we transition
into one or the other hypothesis set. If we first encounter or begin to see similarity, we begin to support our null hypothe-
sis that similarity is present between the latent and known prints. Therefore we begin to disprove our hypothesis that no
similarity is present. Conversely, if we first encounter or begin to see dissimilarity, we begin to support our null hypothe-
sis that dissimilarity is present between the latent and known prints and therefore begin to disprove our hypothesis that
no dissimilarity is present.

Fluorescence from page 8

Bits of residue from things we touch, and human secretions like sweat, blood or saliva, all contain certain chemical com-
ponents, such as sodium and potassium chloride. MXRF works by detecting fingerprints based on the chemical ingredi-
ents connected to the residue, rather than by visible contrast between the print and background, which isn’t always pos-
sible. MXRF exposes the chemical markers, displaying ridge patterns of prints, allowing a visible image to be

“seen.” (Bernstein, 2005)

Saturating a specimen using a thin beam of X-rays is noninvasive and won't alter or damage [latent] prints like dusting
can. Moreover, since MXRF is based on detecting elements that are left from fingerprints and not the actual prints them-
selves, it has the ability to uncover evidence on those difficult to detect surfaces.

Worley and his associates succeeded in proving that using MXRF they were able to detect prints unlikely to be discov-
ered under normal assessment methods. Of course this didn't mean no limitations were found. MXRF has shortcomings.
It can’t detect every known element, and some prints just don’t contain enough material to be identified even using this
technology. The equipment is very big, must accommodate the sample size, and doesn't offer capabilities at this time to
analyze specimens on location, at the crime scene.

See Fluorescence on page 11
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Fluor escence from page 10

Before it can acquire certification for use in U.S. crime labs, more studies and work is necessary. Additional testing and
fine-tuning is needed for commercial use, especially since the current cost is $175,000. If all goes well, Worley and his
associates anticipate it could be available for use in fingerprint detection sometime within this decade. He said, “This
process represents a valuable new tool for forensic investigators that could allow them to nondestructively detect prints
on surfaces that might otherwise be undetected by conventional methods. It won't replace traditional fingerprinting , but
could provide a valuable complement to it.”

A Kevex Omicron instrument (now owned by Thermo Electron) was used to analyze a majority of the samples. An EDAX
Eagle Il XPL MXRF instrument was used to compare or supplement the Kevex Omicron MXRF images collected from
several samples. The Eagle is available in two standard configurations: Eagle 1l and Eagle Il XPL. This table illustrates
the basic components for the Eagle || XPL. (EDAX, 2007)

Tube: 40 W Xray tube (Mo or Rh)

Capillary Optics: Xray Poly-capillary Lens (XPL) - 40 pm spot

Intensity is roughly 50 to 100 times that of 300 mm mono-capillary

Stage High Precision stage (3 to 5 um)

Low Mag CCD 10x (B/W)

High Mag CCD 200 x (color)

Chamber: Standard large sample chamber:

Diameter: 330 mm (13.0") Depth: 350 mm (13.8")

Accepts samples up to 250 mm x 200 mm x 90 mm

Detector: 80mm Lithium-drifted Silicon crystal, liquid nitrogen cooled

Na to U simultaneous detection (Be window )

<155 eV resolution for MnKa @ 5000 CPS

<240 eV resolution for MnKa @ 100,000 CPS

Electronics: EDAX Data Acquisition Module (EDAM) 111

High throughput digital pulse processor

Multi-DSP and SMT technology

PCl-bus based connection to CPU

Workstation: Windows NT-based workstation fully-integrated with EDAX Data Acquisition Module via PCI interface Sys-
tem configuration and calibration software, comprehensive qualitative and quantitative software, optional Line scan and
Mapping
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IMPRIMILUS

Training for the Crime Scene Professional
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We specialize in forensic training and support services.

Basic Evidence Technician's Schoaol
Basic & Advanced Photography
Biological & Trace Evidence

Crime Scene First Responder
Fingerprint Development & Recovery
Footwear & Tire Track Evidence
Homicide & Other Death Investigations
Incident Scene Videography

Report Writing

Scene Sketching & Diagramming

Our Training Philosophy

Imprimus Forensic Services, LLC is dedicated to providing high quality training and support
services for the investigative community. We believe that the best method for developing the
techniques and skills necessary to perform tasks related to this field, is through hands-on
training taught by experienced instructors using appropriate equipment.

Our workshops are competency based programs where skills are honed through focused training,
developed around careful task analysis of incident scene processing functions. All sessions are
designed to compliment and reinforce one another through an overlapping of skill sectors.

In addition to our standard programs, we will work with your agency to create a customized
training regimen tailored to suit the needs of your personnel,

Visit Our Web Site

Please stop by and visit our web site, Program descritions, cost and registration forms are
available on-line. You will also find downloadable forms and an extensive bookstore offering
popular forensic titles,

We accept Wisconsin DOJ training vouchers.

Imprimus Forensic Services, LLC
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Your first source for forensic consulting services.™

F.O. Box 1532

Arington Haeights, IL 60006
847.804.8420
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The best
evidence tape solution
avallable today!

Thousands of departments like yours rely on us to provide the best tape
available. Our products are field tested and you always have our 100%
maoney-back guarantee if you are not completely satisfied. Order six or more
rolls of our Split-Back Zipr-Weld tape and receive FREE custom imprinting.

WE'LL EVEN GIVE YOU THE SHIRT OFF OUR BACK!

Don't delay. Order today and we'll also send you
a FREE Crime Scene Gear T-shirt.

LVNN PEAVEY COMPANY
1-800-255-6499 * www.lynnpeavey.com
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FBI Expands Fingerprint Database to Misdemeanors, Juvenile Of-
fenders

Tuesday, September 26, 2006

By Loe Palazzolo

Fox News

WASHINGTON — The FBI is bolstering its database of fingerprints to include those from misdemeanor and juvenile of-
fenses, but some state government officials are suggesting they won't go along with the change.

FBI officials said the new record-collecting policy, which relies heavily on states to volunteer records of "nonserious" of-
fenses, will help track down criminals and expand employee screening.

But privacy advocates argue that enlarging the FBI's Fingerprint Identification Records System will bedevil job applicants
with minor offenses on their records, and that the tide of data could lead to the misidentification of suspects.

Previously, the FBI only admitted the criminal records of persons arrested for serious misdemeanors or felonies into the
database, which holds the digitized prints of more than 50 million Americans, said Harold M. Sklar, an assistant general
counsel for the FBI.

Records of nonserious offenses, such as petty larceny, trespassing and drunkenness, were accessible only at the state
and local levels.

The database is largely supported by records from local and state jurisdictions, but the new policy does not compel state
law enforcement agencies to hand over records to the FBI for retention.

Maryland law enforcement officials, for instance, have said that the state will not participate beyond the FBI's old policy
of storing serious misdemeanor and felony records.

"We're going to continue to do our procedure as we've always done it. We feel we've always been very efficient and thor-
ough," said Mark Vernarelli, spokesman for the Maryland Department of Public Safety and Correctional Services.

The new policy permits the FBI to store all fingerprints "relating to adult and juvenile offenses submitted by criminal jus-
tice agencies for retention,” according to the rule proposal, approved earlier this month by U.S. Attorney General Alberto
Gonzales.

Police hope to better the odds of identifying criminals who leave prints at the scene of a crime — called "latent prints"—
by bouncing them against a more expansive database, Sklar said.

"It would be a shame if something that could bring finality to a case were sitting in a repository somewhere," Sklar said.
"Whether they're fingerprints found in caves or apartments, the ability to compare them against a robust record system is
something we feel is necessary."

By broadening the database's scope, the FBI is centralizing records that had been strewn among local jurisdictions and
often unavailable to outside police and employers.

Offenses such as driving while intoxicated, trespassing, prostitution and petty theft — mid- to-low-level misdemeanors in
most states — were only immediately available to police in the state in which they occurred, Sklar said.

Now with one FIRS query, a school district in Maine could discover that a person seeking a job as a bus driver had once
been convicted of drunken driving in California, assuming both states opted to pass the records to the FBI, Sklar said.

See FBI on Page 16
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Christopher Calabrese, counsel for the ACLU's Technology & Liberty Project said that, more likely, employers will use
the database to sort out applicants with any stain on their records, whether or not the nature of the offense is relevant to
the job requirements.

"This is part of a much larger trend of permanently recording every blemish and mistake in our lives and having it follow
us around for the rest of our lives," Calabrese said. "A lot of these offenses are exactly the nonserious things that we
used to think people could grow out of and move on — that's why they're called 'nonserious.™

Broadening the database would encourage more false positives, Calabrese said, because as volume increases, so does
the difficulty in grooming and updating the database.

"Yes, you can create the possibly of solving new crimes, but you also create the possibly of ensnaring people who are
falsely connected to a crime because of mistaken information," he said. "Fingerprint matches are accurate, yes. What's
more likely to happen is mistakes being made in linking the person to their fingerprints."

James A. Hender, a University of Maryland, College Park, computer science professor and former branch chief in the
U.S. Defense Advanced Research Projects Agency, said that "the larger and larger connections become, the greater the
chance for accidental use or accidental misuse. You'd like to see a larger collection come with a higher standard of both
input quality and output quality,” he said.

As the database swells, it will become a larger target and harder to protect, Hender said.
"From a security point of view, if you put all the gold in Fort Knox, it better be Fort Knox," he said.

Surveys from contributing law enforcement agencies showed that the new collections are unlikely to "excessively in-
crease" the fingerprints on file, Sklar said, and that they can be easily handled by the current system.

The FBI obtains 94 percent of its criminal records from state and local police, Sklar said, emphasizing that these jurisdic-
tions elect — but are not required — to hand the records over to the federal authorities for storage, and that anyone can
request to view their own records in the database, Sklar said.

"We try to walk that fine line between doing justice for people who use the records and doing justice for people who don't
want to be characterized or viewed inaccurately. We have a way for people to say, 'This information is wrong,™ Sklar
said.

The policy rolls back a restriction imposed in 1974 to cut back on the bulk of paper files — not out of concerns for pri-
vacy, Sklar said. Since 1999, prints have been stored electronically in the FIRS, making the restriction unnecessary, he
said.




